IBM rjesenja za zastitu baze podataka
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Agenda

= Zastita podataka u stvarnom vremenu

= Test Data Management i Data Privacy
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Sto je Guardium?
= Od 2002, Guardium je vodeca firma u podrucju
Database Activity Monitoringa
= 100% fokus na audit i sigurnost baza podataka

= 400+ korisnika diljem svijeta iz raznih grana
gospodarstva

= Od 2009, dio IBMovog Integrated Data
Management portfolia
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Zastita i nadzor baza u stvarnom vremenu

Application Servers -
ORACLE

Database Servers

; |

|
- /7 ®
o
Privileged Users

Guardium Host Based Probes
(S-TAP)

Guardium Collectors -M

Podesiva prava, nadzor i revizija o
tome Tko, Sto, Gdje i Kada

* |zvjeStavanje i upozorenja u stvarnom
vremenu

* 100% vidljivosti ukljucCujuci local DBA
* Bez promjena na bazi ili aplikacijama
* Minimalni utjecaj na performanse baze
* Razdvajanje odgovornosti kroz uredaj

koja ima autonomni sustav zastite * Sprema 3-6 mjeseci audit p] 5
pristupa se integrira sa arhivskim suﬁ%u g



Presenter�
Presentation Notes�
Let’s talk about our solution!



Heterogeneous support for Databases and Applications

S-TAP Agents

	lightweight cross platform support

	NO changes to Databases or Applications

	Also monitor direct access to databases by privileged users (such as SSH console access), which can’t be detected by solutions that only monitor at the switch level.

Collectors handle the heavy lifting (continuous analysis, reporting and storage of audit data)

	reduces the impact on the database server

Our solution does not rely on log or native audit data

	DBAs can (sometimes have to!) turn this off

	Logging greatly impacts performance on the Database Server as you increase granularity!

Real-time alerting – not after the fact

Monitor ALL Access

�
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Zastita data infrastrukture

* Prepoznavanje baza, * Procjena osjetljivosti sustava
aplikacija i klijenata ! * Procjena konfiguracije
« Prepoznavanie i klasifikacija 4 Pl o002 ¢ Assess * Procjena pona$anja
osjetljivih podatka & & * Enkripcija

Classify Harden

The Database
Security

e Centralizirano

upravljanje o ‘
* |zvjeStavanje za potrebe Monitor i * 100% VId|jIVO'SItI
revizije cije vezane uz pravila

* Automatska eskalacija & * Prepoznavanje anomalija

* Siguran repozitorij Enforce * SprjeCavanje u stvarnom

* Data mining alati za forenziku vremenu
* Dugotrajna pohrana

Vo . e B WV
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Agenda

= ZasStita podataka u stvarnom vremenu

= Test Data Management i Data Privacy
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Test Data Management (TDM): Sto i zasto?

= Upravljanje podacima u testnim i razvojnim okolinama

= |zdvajanje povezanih produkcijskih podataka koji su
potrebni za funkcionalno testiranje

= Uredivanje testnih podataka kako bi se simulirale
granice i uvjeti greske

= De-identifikacija (maskiranje) testnih podataka radi
zastite privatnosti

= Usporedba testnih podataka prije i nakon testiranja

Q15
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Kako mnogi rade danas?

#1 - Clone Production

Clone Production

Request for Copy

><

Changes

Manual examination:
Right data?

What Changed?
Correct results?
Unintended Result?
Someone else modify?

#2

Write SQL

—

— Write SQL

Changes

* Rl Accuracy?
* Right Data?

Share test database
with everyone else

* Complex
* Subject to
Change

Expensive,
Dedicated Staff,
Ongoing

ek
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The Challenge

Production 500GB
Training 500GB
Unit Test 500GB
System Test 500GB
UAT 500GB
Integration 500GB
Total 3TB
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Efikasni Test Data Management

Production
Environment

Baseline Clone

[ A T el 57 Te'od ]

Extract/ Archive File Test
m&&m (DB2 LUW/ AIX)

l ! Dev
relational intact data -'I 5
. N .
sets & objects based

Dynamically load

on selection criteria

[oppeelen | [
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Kao sto bi Oracle rekao........

Tip #27—Testirajte sa reprezentativnim skupom
produkcijskih podataka

“Kada radite razvoj, vazno je koristiti reprezentativni skup
produkcijskih podataka umjesto identicne kopije; to je zato $to
razvojna okolina obicno ima manje kapaciteta u smislu radne memorije
I mjesta na hard disku. Ograni¢enje veliCine tijiekom razvoja ce
osigurati da se cijeli proces zavrsi na vrijeme.”

Best Practices for Upgrading
Siebel Applications

An Oracle White Paper
February 2007

ORACLE D'l 5

SIEBEL

CUSTOMER RELATIONSHIP
MANAGEMENT , l I g
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IBM® Optim™ Test Data Management

Production or Extract Files

Production Clone

Load
Extract Insert / Update
Compare
= Stvaranije ciljanih podskupova podataka Q

odgovarajuce veliCine brze i efikasnije
nego kroz cloning

= Jednostavno obnavljanje, resetiranje ili
odrzavanje testnih okolina

= Usporedba podataka "prije" i "poslije"
radi otkrivanja greSaka u radu aplikacije

= Ubrzavanje razvoja hrou =
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De-ldentifikacija podataka

Uklanjanje, maskiranje ili transformiranje elemenata koji bi se
mogli koristiti za identifikaciju pojedinca

— Ime, adresa, telefon, JMBG, OIB

Maskiranje ili transformacija podataka mora biti u odgovaraju¢em
kontekstu

— Dosljedno formatiranje (tekst u tekst, broj u broj,...)
— Unutar granica dozvoljenih vrijednosti
— Zadrzavanje svojstva podataka - vrsta, duzina, format

Uobicajeni algoritmi za maskiranje mogu biti random, substring,
concatenation, date aging

Maskiranje se smatra Best Practice za zastitu osjetljivih podataka

u tzv. Non-Production okolinama @] 5

Rroug
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Data Transformation Techniques

= String literal values

= Character substrings

= Random or sequential numbers
= Arithmetic expressions

= Concatenated expressions

= Date aging

= Lookup values

= |Intelligence



Presenter�
Presentation Notes�
Some of the  most commonly used Transformation Functions include the following : 

A String Literal specifies a value for a destination column that contains alphanumeric data. You can define a string literal using any combination of characters.

 

The Substring Function returns a substring or portion of the content of a column. You specify the name of the column, the position of the first character in the string, and the number of characters to use. 



The Random Function returns a value selected at random from within a range of user-specified values. This function can be used with character or numeric data, and can be especially helpful in de-identifying personal identification numbers, account numbers, telephone numbers and so on.

 

The Sequential Function returns a value that is incremented sequentially. You specify the start value and the incremental step value. This masking function can be used with character or numeric data.



Optim also allows you to transform numeric fields by applying the result of an arithmetic expression.  For instance, you may to want multiply selected columns by 2 and others by 10.



Optim also allows for masking data using concatenated expressions.  Concatenated expressions allow you to define the value of a destination column by combining the values of two or more source columns, or by combining a column value with some other value.  



The Age Function ages the date value in a specific source column or globally for all date/time type columns. It provides simple incremental aging, such as “add 2 years and 3 months” or complex business rule aging, such as “add 400 work days.” 



The Lookup Function obtains the value for a destination column from a lookup table, according to the value in the source column: Optim also includes a Random Lookup Function that selects values at random from a specified lookup table to insert into a destination column.
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Proces De-identifikacije podataka

Production

Application X
(Oracle)

Application Y
(Oracle)

Appllcatlcn Z
(DB2)

Subset
\ 4

S X

Validate and Compare
A

—> Mask =—> Propagate

Zastita podataka

Veliki broj algoritama za maskiranje

v’ Zamjena stvarnih podataka sa
fiktivnim kontekstnih podacima

AN

v' Podaci nemaju vrijednosti za hackere

Dosljednost kroz okoline i iteracije

v' Omoguéeno off-shore testiranje

v
Q0

Test

Application X
(Oracle)

Application Y
(SQLServer)

Application Z
(DB2)

!

S

Osigurati zastitu podatka kroz Non-Production okolin€N I~ <> 111

y
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L

o
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IBM Optim Data Privacy Solution

Data Masking i transformacija za zastitu privatnosti

Dosljedne mogucnosti maskiranja, propagiranje zamijenjenih
vrijednosti kako bi se osigurao referencijalni integritet

POB0Z nicINPE

br FirstName LastName

10000  Jeanne RETOIr Referencijalni integritet
10001  Claude Monet se zadrzavasa
10002  Pablo Picasso propagiranjem kljuceva

RPOOZANRTiGINPE

Name FamLstName
Martin Walker

apis
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Pitanja?

= Franko Buneta, franko.buneta@hr.ibm.com
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